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Installing Dante Server on Ubuntu

Using the command above, I installed the Dante server, client, and wireshark.

Downloading and moving the conf files to the /etc
directory

After downloading the config files from mycourses, I moved them into the etc directory.

I removed the original files and copied the contents of the downloaded files into new config files.
The names of the new files should be the same as the original config files if they are to be used
by the dante services.
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Starting the Dante server

I cannot start the dante service since there is an error.

Attempting a restart also gives the same error.

After running systemctl status and journal -xe, I can tell that there is an exit code issue which
indicates that there is a problem in the config files.

Using the command above, I checked the danted.conf file for syntax errors.
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I found that this was the line that was causing the issue.

I changed it to ens160 (the name if the Ubuntu NIC)

Starting the danted service is no problem now.

I now stopped the danted server.
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Bringing up danted server in debug mode

Using the command above, I started the server in debug mode. The -D flag is the debug flag and
it lets the server run in debug mode where logs are verbosed and you can see more detailed
information about the server's operation.

Socksify firefox

After running the command, a firefox window pops up.

Any traffic that comes through this browser window will be redirected through the proxy server.
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Observing Socks Traffic

Restarted the danted server

After I socksified firefox, I opened wireshark and went to a random website.
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The image above was captured on the loopback address on wireshark. It will not show up on the
ens160 NIC.

This configuration above means that the proxy server will only listen for connections on port
1080 on the loopback address while ens160 is the interface used to connect to the internet. No
actual SOCKS packets will go through ens160.

No SOCKS packets will be picked up on the ens160 interface on wireshark since the dante server
only allows socks traffic through the lo address 127.0.0.1

The proxy server is, in a sense, the lo address and the client is the machine itself.
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Socks port, authentication, and 0.0.0.0./0 from
dante.conf

The socks server is connected on port 1080.

There is no authentication between the client and the proxy server. (method:none)

From: 0.0.0.0/0 means that all possible clients can connect to any destination through the socks
proxy server.


